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HB 17-1053 (Rep Landgraf): Concerning orders for electronic communications.    
 
Official City Position: OPPOSE 
  
Status: Active – Scheduled for first hearing in House Judiciary Committee on January 31, 2017.   

 
Description:  
 
HB 17-1053 provides that a governmental entity must obtain a valid Search Warrant or Court Order 
before compelling a provider of electronic communication service or remote computing service to 
disclose the contents of an electronic or wire communication.  The Search Warrant or Court Order 
must include a finding of probable cause to search and seize or produce the electronic or wire 
communication.  The bill provides exceptions to this requirement if an emergency situation exists 
that involves the risk of death or serious bodily injury to the named person or someone in his or her 
company, and the time to obtain a Court Order or Search Warrant increases that risk.  The bill 
excludes from its provisions situations when law enforcement may lawfully obtain the information 
from an electronic device that is in the officer’s lawful possession or when only location information 
is sought pursuant to another statute.   
 
Evidence that is obtained in violation of the bill’s requirements may not be admitted in subsequent 
criminal, civil, or administrative proceeding unless the information or other evidence was also 
acquired independently in a lawful manner.    
 
The bill requires that notice of the Search Warrant or order for disclosure be provided to the party 
subject to the search, unless the Court orders that the notice need not be given for a period of time. 
The bill provides immunity to any electronic communication service or remote computing service 
provider that complies with the bill.  The Attorney General may request from the Court an injunction 
or may bring civil action against any governmental entity in order to ensure compliance with the 
law.   
 
City Comments:  

The City of Westminster opposes this bill because it places unnecessary restrictions on Law 
Enforcement in emergency situations and threatens to destroy evidence by notifying the suspect 
when legal process is served.   
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Westminster Police Department currently operates such that when probable cause exists to believe 
that a communication service provider is in control or possession of records or evidence pertinent 
to a case, a Court Order or Search Warrant is obtained.  The bill, however, adds additional 
restrictions and problems for Law Enforcement:  

 The bill requires a supervising representative of a Law Enforcement agency to make the 
decision to order the release of information from a communication service provider 
(electronic or remote) when an emergency situation exists. This is problematic if a 
supervising representative is not immediately available. 

 The bill indicates that an emergency situation involves the risk of death or serious bodily 
injury to the named person, or to another person who is in the named person’s company.  It 
fails to recognize that an emergency situation could involve the risk of death or serious bodily 
injury to the general public; for instance, when there is an imminent threat to a school 
initiated by social media. 

 The bill requires Law Enforcement to notify a subscriber when legal process is served to a 
communication service provider. This can be detrimental to many internet investigations by 
tipping off those suspects that they are being investigated. In many cases, multiple Court 
Orders and/or Search Warrants are served to communication service providers in an attempt 
to identify a suspect. If notified of the first Court Order/Search Warrant, the suspect would 
have ample time to destroy electronic evidence before the suspect is identified. 

 There is a stipulation in the bill that a Court can order the notification be delayed for up to 
90 days with an option to extend the notification delay for an additional 90 days. This 
stipulation is left to the discretion of the Court, who may not have an understanding of 
technology cases. Additionally, some investigations extend well over 180 days. Law 
Enforcement may not be able to identify a suspect in these investigations, and evidence will 
be destroyed. 

 

 

 

 

 


