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This overview provides a summary of the City of Westminster’s Cybersecurity program.  While not 

meant to be all inclusive, this document will provide a high level view of the critical elements the City 

has included in its Cybersecurity plan and activities, and contains a few examples.  This program is based 

on industry best practices, and is refined and enhanced as best practices, funding and resources permit. 

A periodic assessment and evaluation of risks is essential to any cybersecurity program.  On an annual 

basis, the City conducts two audits of Information Technology systems and controls.  The first is a 

required information technology audit conducted by the City’s third party financial auditors.  The 

second, a voluntary and much more comprehensive audit, is conducted by a third party information 

technology security firm specializing in auditing, penetration testing, vulnerability scanning and social 

engineering awareness testing.  The results of these audits have helped the City establish best practices 

in many areas of cybersecurity.  Elements of the City cybersecurity plan and activities supporting those 

elements are summarized below. 

1) Documentation – including security policies, audit assessment reports and recommendations, 

contingency planning, etc. 

a. The City has established and implemented a set of security policies and documents 

covering a broad list of security topics, including backups, offsite storage, disaster 

recovery, incident handling, network security, etc.  As part of the 2016-17 work plan, the 

Information Technology Department is reviewing, updating and expanding security 

policies to comply with the National Institute of Standards and Technology (NIST) 

Framework.  These policies will include: management controls, operational controls, and 

technical controls. Additionally in 2017, the City is updating documentation associated 

with the City’s disaster recovery processes. 

2) Roles and Responsibilities  

a. The City recently authorized the creation of a Cybersecurity Administrator reporting to 

the IT Director.  An individual serving in this position must possess the skills necessary to 

help in guiding the organization in the area of systems security, and is the City’s point 

person for system security incident handling. 

3) Identification and Authentication  

a. The City enforces password policies including aging and account lockout.  Additionally, 

since IT employees have extended permissions and access, they are all assigned two 

factor authentication, eliminating the risk associated with compromised passwords on 

accounts with administrator rights. 

b. Password resets by service desk employees are done only upon verification of user 

calling. 

c. Accounts are locked after a fixed number of invalid login attempts, and automatic email 

is generated for IT staff investigations.  

d. In 2017, IT introduced the Password Reset program that allows employees to register 

their phones to receive text prompts for password resets.  

4) Account Management and Access Controls 



a. Active directory accounts are added and deleted automatically as employees are added 

and removed from the City’s human resources/payroll system.  This in-house created 

application insures that active directory accounts are available only for active approved 

employees. 

b.  The City uses the principle of least privilege when setting up new users, and access is 

given only to those systems needed to accomplish the functions of that job. 

c. Networks are engineered with 802.1x and virtual network settings to restrict access 

based on user privileges. 

5) Session Controls 

a. The City enforces password protected screen savings and automatic lock on computers. 

b. Internal audits are conducted to insure computers are not left unlocked in unoccupied 

areas. 

6) External Connectivity Controls 

a. The City uses multiple firewalls, DMZs, virtual network configuration, authentication and 

more to control external access to systems. 

b. Annual security audits include penetration testing to validate external access controls 

are configured properly and working as intended. 

7) Security Products 

a. The City uses multiple firewalls, intrusion detection, vulnerability scanning tools, 

network scanners, mail scanning software, and other tools to secure and protect 

internal networks and systems.  More detail regarding external connectivity and 

network security can be viewed in the Network Security and Availability summary 

document.   

8) Contingency and backup plans 

a. The City has a disaster recovery hot-site located in a City facility, backup plans, and 

documentation to reference in the event the disaster recovery data center needs to be 

brought into production due to a disaster or cyberattack.   

b. Full disaster recover testing is completed each year to confirm operations of the center 

and to enhance recovery procedures. 

c. The city is developing a disaster recovery site of compressed data backups outside city 

limits as a tertiary back up. 

9) Virus Protection 

a. The City uses three antivirus solutions plus a mail scanning solution in four different 

layers to best protect the City from inbound malicious email and attachments.  These 

solutions have been very effective at minimizing introduction of viruses into the City. 

10) Auditing 

a. The City uses several auditing solutions to create logs for IT security staff to use 

proactively and in review of any incidents. 

11) Maintenance and configuration management 

a. A change management system and team is in place to test and validate updates prior to 

releasing to production computers.   

b. Development and test environments are separate from production environments. 

c. Timely application of security patches are done for network and systems.  Patch level 

testing is done internally and during the third party security audit. 



d. Audit reports are used every year to assess and further fortify network and systems. 

12) Media Sanitization and Disposal 

a. Decommissioned PCs are wiped using multiple wipe software prior to donating. 

b. Decommissioned SAN disk drives are securely stored and then shredded by a third party 

firm while an IT staff member is present. 

c. Sensitive documents throughout the City are shredded before disposal. 

13) Physical Environment 

a. Servers in both the disaster recovery data center and production data center are 

secured in a locked room with restricted card key access.  Systems are protected from 

environmental threats.    

b. Video surveillance is set up in both the disaster recovery data center and production 

data center with automatic email delivery to multiple IT staff when motion is detected 

during periods when room should be unoccupied.   

14) Personnel Security 

a. All prospective employees are required to pass a complete background and criminal 

history background check prior to employment. 

b. All current and new employees are required to complete the SANS Securing the Human 

training in order to reduce the risk of social engineering attacks. 

c. New employee orientation includes discussion of technology related policies. 

d. The City has specific policies for vendor and contractor physical and virtual access to City 

systems. 

15) Software 

a. The City has established software development standards incorporating best practices 

for building applications that are secure and fortified against cyberattacks. 

b. Vendors providing software solutions to the City are required to provide the City 

guarantees that their software is void of back doors and other vulnerabilities. 

c. Vendors needing City data to complete software implementations and maintenance are 

required to sign a non-disclosure agreement protecting the data they receive.   

 

 

  

 

 

 

 


