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PURPOSE  

The purpose of this policy is to ensure that privacy, security and legal issues concerning employee use of the 

Internet and other forms of electronic media through City owned hardware and software systems including e-mail, 

voice-mail, electronic fax, bulletin boards, forums, blogs, social networking sites and any other electronic 

communication forum are addressed, and to define appropriate use of these tools. City employees with access to 

City owned electronic communication tools are responsible for reviewing and following this policy to protect the 

organization and themselves.  

 

I. Appropriate Uses  

Employees are expected and have the obligation to use good judgment at all times when using the Internet and other 

electronic communication tools. Employees should be professional and courteous when sending electronic 

messages. Employee use of electronic media must also comply with the City's Personnel Policy and Rules. 

Electronic media is made available to employees to provide an effective method to communicate, increase 

productivity, perform research and obtain information that will assist in performing job-related tasks. Personal use of 

the Internet and e-mail should be limited to non-compensable, after-work hours or scheduled breaks. Examples of 

appropriate use of electronic media may include tasks such as:  

1. Accessing external databases or websites to obtain job-related data.  

2. Disseminating appropriate City documents to other individuals or organizations.  

3. Participating in e-mail groups, forums and blogs that may provide insight and assistance for job-related functions.  

4. Communicating with other City employees.  

5. Communicating with other professionals with similar issues and jobs to share ideas and problem-solve.  

6. Obtaining information from vendors on products and services.  

 

II. Prohibited Uses  

 

Examples of prohibited use of electronic media are listed below:  

1. Transmitting any material or messages in violation of Federal, state, local law, ordinance, jokes, slurs, etc. 

Employees who receive e-mail messages that may contain sexually, racially or ethnically inappropriate or offensive 

materials from other City employees should notify their immediate supervisor. Employees are prohibited from 



forwarding or printing such messages, unless necessary to advise a supervisor.  

2. Storing in hard copy or electronic form any document, photo, video clip, audio file, executable file, etc., that may 

contain materials that would be considered sexually, racially or ethnically offensive. Storage of these types of 

materials for any reason other than official City business purposes is strictly prohibited.  

3. Intentional distribution of sensitive or confidential information to inappropriate parties.  

4. Distributing unauthorized broadcast messages or solicitations (spam).  

5. Accessing or distributing offensive or pornographic materials.  

6. Using City-provided electronic media to accomplish personal gain or to manage a business. Employees engaging 

in a personal business or promoting sales of business or personal items must establish a personal e-mail account and 

handle such business on personal time.  

7. Distributing or downloading materials not owned by the City, including print material, software, photographs, or 

any other media, in violation of software licenses or copyright, trademark and patent laws.  

8. Downloading and/or installing software without IT Management approval.  

9. Developing or distributing programs that are designed to infiltrate computer systems internally or externally.  

10. Accessing or downloading any resource for which there is a fee without prior appropriate approval.  

11. Representing yourself as another user or employee.  

12. Attempting to access any system, files or other information which an employee is not authorized to access 

(hacking).  

13. Giving your username and password to anyone for any purpose unless authorized by a supervisor for business 

purposes.  

14. Mailing inappropriate e-mail from external e-mail accounts to any internal employee e-mail account.  

15. Frequently using e-mail or the Internet for personal use during normal work hours. Personal communications 

should be conducted either before or after work, or during breaks. Habitual excess personal use during working 

hours is cause for disciplinary action.  

16. Using the City's e-mail distribution lists to distribute e-mail containing unsolicited personal views or concerns 

regarding City policies, decisions or other employees. Employees are encouraged to discuss concerns or questions 

regarding City policy or decisions directly with their supervisor, Division Manager or Department Head as needed.  

17. Subscribing to distribution lists or automated e-mail services to receive advertising or other non-job related 

materials or information is prohibited due to the network, computer and staff resources required to handle inbound 

e-mail.  

18. Creating or updating personal web sites, blogs or social network sites.  

19. Participating in blogs, chat rooms, social networking sites, instant messaging or forums for non-work related 

purposes.  

 

III. Software  

 

Much of the information located on the Internet is software subject to the provisions of the Federal Copyright Law. 



Creating illegal copies of software or distributing software to third parties is not permitted. Employees are 

responsible for using software in accordance with applicable license agreements.  

 

IV. Public Records  

 

Under many circumstances, digitally stored data and employee correspondence in the form of electronic 

communications, (including but not limited to e-mail and voice mail), may be a public record subject to inspection 

under the Open Records Act as well as other federal and state laws. Any e-mail sent in an employee's capacity as a 

representative of the City should reflect the same care, thoughtfulness and professionalism as the employee would 

use in sending the same correspondence on City letterhead.  

 

V. Monitoring 

 

The City monitors overall e-mail usage and occasionally views individual messages or attachments to protect the 

City against inappropriate use and to prevent the distribution and spread of viruses inside and outside the City's 

system.  

The City reserves the right to disclose the contents of employee e-mail messages, and will do so when it has a 

legitimate business need. Legitimate business needs may include, but are not limited to, the following:  

1. Investigation of suspected misuse of electronic media.  

2. Investigation related to pending or anticipated litigation.  

3. System administration and maintenance.  

4. Compliance with City policy, applicable laws, ordinances or court orders.  

 

VI. Privacy  

Employees should have no expectation of privacy in either sending or receiving electronic text or voice mail 

messages and other information on the Internet or other electronic media. Electronic media, specifically the Internet 

and e-mail, are not a secure communication network, and personal or privileged information sent via these media 

could potentially be read by individuals other than the desired recipients. Employees needing to send confidential 

information such as social security numbers, medical information, or passwords to an outside organization should 

contact the Information Technology Department to determine how to best ensure privacy of data. Inbound and 

outbound messages may be viewed by e-mail administrators while handling virus prevention and content screening 

responsibilities.  

Employees using a public access PC to connect to Outlook Web Access may compromise the confidentiality of their 

login name and password when another party electronically intercepts that information. Following connection to 

Outlook Web Access via a public access PC, employees should change their password as soon as possible through a 

City network connected computer.  

Employees using electronic media have the responsibility to respect the privacy and rights of others, and should not 



intentionally seek information on, obtain copies of, or modify files, communications, passwords and other data that 

belong to other users.  

E-mail messages and associated text or voice attachments transmitted via the Internet may be stored on other non-

City systems, and may be available for review and distribution even when the original message has been deleted 

from all City systems.  

VII. Electronic Communication After Hours  

The City of Westminster has established personnel and administrative policies concerning employee 

communications after hours. Many of these policies, such as participation in political activities, apply to employees 

both during and after work hours. It is important for employees to understand these policies and their responsibilities 

as a City employee when participating in or using blogs, forums, social network sites, email discussions and other 

types of electronic communications. Any questions concerning these policies should be directed in the first instance 

to the employee's supervisor.  

VIII. Email  

A user may not use City of Westminster owned email systems or hardware to transmit unsolicited commercial and 

marketing e-mail messages. Such messages are a violation of this policy, and are also prohibited under Federal law. 

For guidelines and etiquette standards for sending emails, employees should consult the City’s email etiquette 

document on COWnet 

 


