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Purpose 

The purpose of this policy is to promote the effective use of social media for city business. This policy establishes 

standards for the appropriate use of the city’s social media tools by city employees to further city goals and 

objectives. 

  
Policy 

The City of Westminster recognizes the opportunities presented by social media technology to improve 

communication, enhance engagement and promote programs and services. Design and use of social media resources 

will be managed in accordance with the city’s overall communication strategy. Effective use of social media will 

ensure the city and its employees achieve the vision of the city as a respectful, diverse community in which residents 

are engaged. 

Social media includes a broad range of Internet- and mobile-based tools for obtaining and discussing information. 

These tools include social networking sites (Facebook, Twitter and YouTube). 

  
Standards and Procedures 

Any City of Westminster presence or employee activity on the city’s social media sites or services must comply 

with the city’s Electronic Media Access and Acceptable Use Policy, the city’s Personnel Policy and Rules and all 

applicable federal, state, and local laws, regulations and policies. This includes but is not limited to adherence to 

established laws and policies regarding copyright, records retention, Colorado Open Records Act, First Amendment, 

ADA, HIPAA, privacy laws and information security policies established by the city. 

Authorized site administrators of each department and/or office shall ensure that the content associated with their 

social media sites complies with the foregoing laws, regulations, and policies and is accurate, up to date and related 

to the city’s mission and/or the department’s mission. This includes monitoring sites and moderating or responding 

to citizen comments and questions in a timely manner. The content must also adhere to the City of Westminster style 

and logo use guidelines, where applicable. 

http://cownet.ci.westminster.co.us/Default.aspx?tabid=497&userId=1927
http://cownet.ci.westminster.co.us/Portals/1/HR/PersonnelPoliciesRules2015.pdf


Authorized site administrators shall not use copyrighted photos, music, video or written content without obtaining 

permission from the source prior to use. When permission is obtained, authorized site administrators shall credit the 

sources, writers, artists and contributors referenced or cited. Authorized site administrators shall not tag city 

employees without their knowledge and permission. 

Site administrators should develop a plan to monitor their social media accounts and update them regularly. 

Departments should address the use of social media during an emergency with the city’s emergency management 

coordinator. 

Although social media sites present unique opportunities, the City of Westminster official website remains the 

central focus of the city’s online presence. Wherever possible, links to more information should direct users back to 

the City of Westminster official website. 

Violation of these standards may result in the removal of department pages from social media outlets. The 

Communication and Outreach Division and other authorized site administrators retain the authority to remove 

information that does not meet city standards. 

  
Account Set-Up 

The Communication and Outreach Division will review department requests to use social media sites. Requests 

should be approved by the department head first and then made to cod@cityofwestminster.us on the basis of tools 

that serve customers and further the mission and the goals of the city, such as public information, customer service 

and program marketing. Requests for use of social media sites shall be accompanied by a business case detailing the 

reason for use (including specific goals and objectives and how this social media site will help meet those goals and 

objectives), the resources available to maintain the site and a list of authorized site administrators. 

  
Canceling Accounts/Canceling Admin Rights 

Departments may stop using a social media platform at any time. Please contact the Communication and Outreach 

Division should you choose to cancel an account. 

If an employee who uses an official city social media site leaves the city, the employee’s access to those platforms 

should be removed, the login/password for that account should be changed and the Communication and Outreach 

Division should be notified. 

  
Social Media Account Oversight 

The Communication and Outreach Division shall have admin rights on all city social media outlets, including logins 

and passwords. 

The Communication and Outreach Division will maintain this Social Media Policy as well as the Social Media Plan, 

which includes a list of the city’s official social media accounts. 

  
Disclaimers: 

All city-sponsored social media pages shall contain the following disclaimers, to the degree permitted by the host. 

mailto:cod@cityofwestminster.us


  

Legal disclaimer  

The City of Westminster assumes no liability for damages incurred directly or indirectly as a result of errors, 

omissions or discrepancies. Moreover, the City of Westminster is not responsible for the content nor endorses any 

site that has a link from this page. 

Comment policy 

Our goal is to share ideas and information with as many individuals as possible and our policy is to accept the 

majority of comments made to city social media pages. The City of Westminster reserves the right to remove any 

messages or postings that, in the city’s sole discretion, are: 

·         obscene;  

·         disruptive or offensive comments, including pornography, offensive comments about race, gender, 

disabilities, age, sexual orientation, religious beliefs and practice, political beliefs, or national origin; 

·         in violation of intellectual property rights; 

·         in violation of any law or that promote the violation of any law; 

·         unrelated to the topic of the forum; 

·         commercial promotions or spam; 

·         links to material that is not directly related to the discussion; 

·         libelous, harassing or defamatory comments;  

·         hateful or mean-spirited;  

·         made by persons masquerading as someone else or contain private, personal information without 

consent; or 

·         threatening. 

We understand that social media is a 24/7 medium; however, our moderation capabilities are not, and we may not 

see every inappropriate comment right away. The City of Westminster will not be responsible for content posted by 

our followers. Violations of the City of Westminster’s comment policy may cause the author to be blocked from the 

social media page where the violation occurred. 

Open Records/Records Retention  

All content, comments and replies posted on any City of Westminster social media site are subject to the Colorado 

Open Records laws, C.R.S. 24-72-201, et. seq. All information found on these pages or disseminated through a web 

application tool like Twitter are subject to being reprinted in newspapers, magazines or online in any other web or 

web media format. 

The Information Technology Department, in conjunction with the Communication and Outreach Division and the 

City Attorney’s Office, will manage social media archiving technology and will perform open records searches on 

behalf of the city.  

 


