
City of Westminster Network Upgrades - Executive Summary 

Purpose 

The purpose for this executive overview is to provide a high level view of the City of Westminster’s 
2014/2015 Network Upgrades. 

SCADA Wireless Network Upgrade 

The Information Technology Department’s Networking and Telecommunications team, in collaboration 
with the Public Works Department took on and accomplished the challenge of creating a brand new 
wireless presence for our water treatment facilities.  These facilities utilize a Supervisory Control and 
Data Acquisition system, or SCADA for short. SCADA is an industrial control system that provides remote 
control over the equipment that runs the various plants.  

Due to the security needed to ensure high quality and availability to the Public water supply, the SCADA 
system is on a very secure network that can only be reached by authorized operators and managers. It 
can never be reached by users on the Internet and even users on the City’s internal network are 
disallowed to reach the main resources that run the plants. Only those who are authorized and actually 
on the SCADA network can control the various machinery.  

Previously the only way to gain access was through computers that are physically wired to the SCADA 
network. This created a lot of wasted time with the operators in the plants working on various 
equipment. Anytime an alarm needed to be cleared, or any other computer issued command had to be 
performed, the operators would have to make a round trip to the nearest SCADA connected computer 
and then back to the area they were working in the plant.  This cost the City countless soft dollars in the 
form of wasted man hours and decreased productivity. 

The only way that the City could save these soft dollars while simultaneously increasing productivity was 
for the operators to connect to the SCADA environment regardless of their location in the plant. Our 
solution was to create a wireless environment that is secure and highly available. 

The wireless solution required a brand new infrastructure. This required thousands of feet of new cable, 
dozens of additional managed network switches, and 70 dedicated access points all strategically located 
to allow high availability anywhere in the plants. Utilizing advanced networking techniques and creative 
thinking, we created a 4 layer security system that only allows authorized users on authorized devices 
access to the SCADA network.   

The end product has given the operators a much needed way to access SCADA, decrease time wasted, 
increase productivity, while simultaneously maintaining the security needed to guarantee the quality 
and availability of the Public water supply.   

 

 



Enterprise Wireless Network Upgrade 

As a key 2014/2015 objective, the Information Technology Department’s Networking and 
Telecommunications team took responsibility for upgrading the wireless presence in the City of 
Westminster. This included the removal of 75 existing access points and the installation of 90 upgraded 
access points. The City also added additional coverage in areas that were once considered “trouble-
spots” and ensured good coverage for everyone using the wireless network.  
 
Utilizing the full functionality of the new equipment the department was able to leverage automation 
allowing City Employees to login to one SSID using their individual City Login ID and Password. This 
allowed each person to have a unique way to gain access to the wireless network without everyone 
sharing the same password as was done with the previous solution. Using this method the department 
added granularity in management in that now IT staff has the ability to remove users on a one by one 
basis if necessary instead of a full password change that would affect all users.  
 
A new level of security now being utilized is the 802.1x protocol. This protocol allows users to not only 
gain Internet access through the wireless network with their personal devices using their unique login 
and password, but also access to the Intranet and all City resources when using a City owned laptop or 
tablet. This is fully automated based on 802.1x authentication and it comprehends if the device is 
personal or City owned and grants the correct access. This makes using the wireless network secure and 
seamless.  
 
This new wireless network also provides a separate SSID for all vendor and guest of the City to be able to 
connect their own personal devices to gain Internet access. But, this one requires a user to agree to the 
City’s Acceptable Use Policy to ensure they are aware of what is and is not acceptable while accessing 
the Internet via the wireless network.  

 


